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TIME TRAVEL DEBUGGING WITH AI

AI is changing how software is developed.  The latest wave of LLM-based tools are 
coding agents that add autonomous capabilities to development tools.

AI-augmented development

Time travel debuggers for C and C++ include rr [1] (OSS, Linux), Undo [2] 
(commercial, Linux) and WinDbg TTD [3] (closed source, free of charge, Windows).

Time travel debugging

Background Our work

We have augmented agentic workflows with information about dynamic program 
behaviour.  Prior work includes ChatDBG [5] (investigating LLM inspection of 
program state) and LDB [6] (using a debugger to fix errors during agentic coding).
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Huge AI investments in generating code have not been matched by work 
in debugging and understanding it.
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Concerns and scepticism remain over this transition:

The extension is invoked within the debugger or used as a server to support a 
separate coding agent.  The Model Context Protocol (MCP) provides the mechanism 
to expose time travel debug functionality to an agent.

Lessons learnt

Our implementation is built on the MCP Python SDK [4], integrated into the Python 
runtime environment of our UDB debugger.  It supports Anthropic's Claude Code, 
Sourcegraph's Amp and OpenAI's Codex CLI as background agents (or any MCP-
compatible agent when operating in server mode).

To view the BSD-licensed source code and additional supporting
documents, scan the QR code provided.

Time travel debugging provides a deterministic trace of a program’s behaviour, 
precise to machine instruction granularity.  These systems can wind time backwards 
and forwards to inspect all program state or query for properties such as "when 
was this function last called?" or "when was this memory corrupted?".

Complete visibility into program's dynamic behaviour - enabling high 
quality context for the LLM to understand what code is relevant.

•
Deterministic replay - providing a verifiable ground truth about the 
system's behaviour, reducing the likelihood of hallucinations.

•

Our work extends the state of the art by integrating the coding agent with a time 
travel debugger, to give:

• Can LLM-based agents scale to large codebases?

Can tendencies toward "Hallucination” (non-factual results) be tamed?•

Writing new code is a small fraction of development.  Most technical effort is in 
understanding and debugging - this is equally true for new code as for existing 
code that's been there for decades.

Most development isn't typing code!

Introducing agentic debugging Human tools vs AI tools
In principle, an LLM-based agent can work with any tool - in practice, tools 
designed for human users are not always a good fit.  Take interactive debuggers:

A debugger interface for an AI
LLM-based agents work best with a tool set designed for them.  We've followed 
several principles for how to expose complex tooling to an agent:The explain command

We extended our time travel debugger (UDB) with a new command.  The command 
works with an external coding agent to integrate with other tools and the LLM itself.  
The user can query recorded program behaviour in natural language, e.g:
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By combining these, a coding agent can explain dynamic behaviour in real-world 
codebases such as GDB, with the results of one such bug investigation below:

Our implementation

End of history

To bookmark

Time jumps Bookmarks Rewinding

Out of a call

To previous line

Into a call

State

Print expression

Find last change

Create

List

Recover from failed lines of 
investigation or return to 
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explain what does the current backtrace mean?

explain what has gone wrong in this program?

The command returns a report to answer the user's question, including information 
from the program's execution history to justify its answer.

• Debuggers provide a broad set of composable features (e.g. breakpoints, 
watchpoints & stepping) to maximise flexibility for the user.

• Debuggers are extremely stateful, with the user expected to track what 
breakpoints are active and how different commands interact.

• Supply a minimal set of tools for the task at hand - no distractions.

• Tools should be atomic and independent - no complex state to track.

• Work with the LLM - if it won't to use a tool as instructed, design a better tool.

The minimal tool set we identified for explaining program state is as follows:


